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Abstract— This review paper concentrates on the comparison of symmetric key algorithms and to find the best 
symmetric key algorithm among others . Many authors performed comparative analysis of symmetric key and 
asymmetric key algorithms using different  performance parameters . As security is important to protect private 
information , then we need to know which algorithm is best to us . 
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I. INTRODUCTION 

This review paper concentrates on the comparison of symmetric key algorithms and to find the best symmetric 
key algorithm among others . Many authors performed comparative analysis of symmetric key and asymmetric 
key algorithms using different  performance parameters . As security is important to protect private information 
, then we need to know which algorithm is best to us . 

II. LITERATURE REVIEW 

Abdul Karem in [1] compared DES , TDES , AES and BLOWFISH on .NET framework . He found that 
BLOWFISH is best  . After BLOWFISH , AES performed better . AES performed better than DES . He found 
that TDES is the slowest algorithm (2008). 
In [2] authors compared symmetric key algorithms like AES , DES , RC2,RC6,3DES  for power consumption in 
wireless devices . Experiments are performed on .NET environment . Experiment proves that Blowfish is best 
among others , followed by RC6 . Text files and video files are used to check the performance of algorithms 
(2009) . 
Authors in [3] presented performance evaluation of selected symmetric key algorithms . The selected algorithms 
were  AES, DES, and 3DES, RC6, Blowfish and RC2. In the case of changing packet size, it was concluded that 
Blowfish has better performance than other popular encryption algorithms used , followed by RC6. DES has 
proved better than 3DES (2010) . 
In [4] authors compared AES , DES and BLOWFISH . Java security and cryptography classes are used for 
experiment . BLOWFISH performed best in this experiment . 
Authors in [5] compared BLOWFISH , AES , DES and 3DES . Experiment shows that BLOWFISH performed 
best , while performance of AES and DES is almost equal . AES performed little better than DES . DES has 
performed better than 3DES (2011) . 
In [6] authors performed comparative performance analysis of different symmetric key algorithms like 
BLOWFISH , DES ,3DES , AES . Experiments are performed on a simulation software . Results shows that 
BLOWFISH performed best followed by AES . DES performed better than 3DES . AES performed better than 
DES (2011) . 
According to [7] BLOWFISH is the most secure among TDES , AES , DES . DES is prone to brute force attack 
, it has only 256 key combinations , which are easy to break . For hacker it is easy to break DES (2012).  
In [8] authors performed comparative analysis of DES , 3DES , AES , BLOWFISH . Experiments are performed 
on simulation software . Experiments shows that BLOWFISH performed best . AES and DES performed almost 
equal .AES performed little better than DES (2012).  
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In [9] authors studied different cryptographic algorithms and compare the performance of BLOWFISH and AES 
. Experiments are performed using different audio files . Results proved that BLOWFISH is performed better 
than AES (2012). 
In [10] authors compared the symmetric key algorithms . Experiment is done on visual studio .NET framework . 
Comparison is done on AES , TWOFISH , BLOWFISH , CAST -256 . BLOWFISH performed best among all 
algorithms (2013) . 
Authors in [11] compared the various algorithms DES , IDEA , BLOWFISH , CAST 128 , RC6 . These 
algorithms are implemented in java using IAIK-JCE library in NetBeans IDE 7.0.1 . Algorithms are compared 
on the basis of execution time . Experiment shows that RC6 has minimum execution time .Throughput of RC6 
and BLOWFISH is almost equal . BLOWFISH performed better than IDEA . IDEA has better throughput than 
DES for decryption but for encryption DES has better performance . CAST 128 and IDEA  has almost same 
throughput (2013) . 
In [12] authors compared various symmetric key algorithms like DES , 3DES , IDEA , MARS , CAST 128 , 
BLOWFISH , AES , RC6 . Again BLOWFISH performed best . Memory usage of AES and DES is equal , but 
performance of AES is better than DES . CAST and DES performed equal . IDEA , MARS , 3DES  require 
same amount of memory and little difference in performance (2014) .  
In [13] authors studied different encryption algorithms like DES , 3DES , AES , BLOWFISH ,  RSA , DIFFIE- 
HELLMAN . BLOWFISH is reviewed as best in terms of power consumption  , security , encryption ratio , 
throughput , speed .After BLOWFISH , AES performed better . After AES , performance of DES was good 
.Authors also introduced attacks for every algorithms , for DES , brute force attack is powerful (2014). 
Authors in [14] compared and reviewed different symmetric key and asymmetric key algorithms like DES 
,3DES, AES, RSA ,BLOWFISH , TWOFISH , THREEFISH , RC5 , ECC , IDEA. They found BLOWFISH 
fastest and 3DES slowest . They also listed the all possible attacks on these algorithms like for DES , exhaustive 
key search attack , differential cryptanalysis attack , linear cryptanalysis attack (2015). 
In [15] authors did performance evaluation of selected symmetric key algorithms . The selected algorithms were 
AES , DES and BLOWFISH . Performance is evaluated in terms of throughput and power consumption for 
wireless devices . Experiments are performed on .NET 2010 . Different size text files , audio files and image 
files are used for performance evaluation . Results proved that performance of BLOWFISH is better than AES 
and DES . (2015). 

III. CONCLUSION 

We reviewed different existing symmetric key and asymmetric key algorithms . We can see that in our literature 
survey it is proved by authors that symmetric key algorithms are faster than asymmetric key algorithms . As in 
survey , different researchers proved BLOWFISH performed best among other symmetric key algorithms . 
Performance of BLOWFISH is measured on various types of file like image file , text file , video file etc. with 
different loads under different operating system and various web browsers .  
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