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Abstract - The rapid growth of internet leads to increase in the number of attacks resulting in malicious
data to enter in the system. Firewall is introduced so as to resist from the attacks. Anomalies are being
generated as rules that are defined may result in conflicts. For that reason an effective anomaly detection
and resolution approach is needed and after resolving conflicts, the rules can be reordered dynamically
that improve the efficiency of anomaly management framework. Firewall log analysis has been done and
then from that analysis primitive rules are defined. They planned the safety policy found on the rules
described by the network administrator that decided which packet can be passed to an organizations
private network. In addition, analyze the content of the logged data to detect the irrelevant behavior. The
logs showing irrelevant behavior are blocked with the access so as to add more security to the network.
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1. Introduction

Computer security is as useful to the devices like as computer networks such as internal or external together
with the internet. This field includes all the procedure and techniques, by which PC based equipment,
information and a services, are protected from unintentional or illegal access, demolition and is of increasing
significance in line with the increasing confidence on computer systems of most society. Firewall main
purpose is to secure the network from unlawful users that can harm the services provided by the private networks
linked by the Internet [1]. All messages that is incoming or leaving the intranet surpass throughout the firewall
and it’s will examine each and every message and block them that do not meet the specific protection criterion.
Firewall policy has set of rules that are defined by the administrator which has some <condition, action>. A
huge amount of policy regulations matches the same packet in firewall policy then it leads to firewall policy
anomalies (conflicts).Firewall policies comprise a repetition of policy rules which are performed on the packets
and that perform the desired actions [6]. The design for the identification is based on the specific condition and
the rules.

The phrase condition situation in a rule depicts a group of field as to recognize a certain type of packets
matched via this rule. Action represent the same actions performed on the matched packets in the policy rule
either action takes two values in the form of agree to or reject. Packet may be either allowed to enter into the
system or either may lead to deny, which are based on some standards [1]. Inaccurate policy is carried out in
the firewall when one rule is screen by other rules and the incorrect task of virtual rule ordering. These may
create some security inconsistency problem like routing disagreeable traffic and also availability (ease of
use)problem like denying genuine traffic which successively affects the firewall performance. Hence this may
result in various type of attacks [9] like unauthorized access to the system, denial of service and spoofing like
attack to disturb the system result in malicious data to enter into the system.

1.1. Firewall policy anomalies

There are almost number of possible firewall policy anomalies [3] or deviation, which support some of the
policy rules that are the following :

Shadowing conflict: — When the packet is inspected with certain condition and action then the rule matches the
criteria scheduled which performs the different action. This kind of variation causes the allowed traffic to be
ineffective. Therefore, it is important to recognize or either repair the rule which is shadowed and is supposed
to occur in firewall policy.

Correlation conflict: — Two are said to be correlated, when the primary packet rule matches the subsequent
packet rules and its associate.

Generalization conflict: -When the subsets of packets match up by the rule and also match up previous rule, then
there occurs dissimilar actions for the same rule.

Redundancy conflict:— If there is some rule which perform the same action as the other rule perform then there
is redundancy conflict. Therefore it results in increase in the Redundancy rule, the space consumptions and
time required to investigate. Therefore, it is necessary that redundancy is carried out from the rules and
supervisor change the filtering effect so as to reduce the respective level [3].
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2. Literature Review

In this proposed a techniques for firewall anomalies detection and removal techniques. The various types of
firewall anomalies are shadowing anomaly, correlation anomaly, generalization anomaly, redundancy anomaly,
irrelevance anomaly. It becomes difficult to inspect all the rules for redundancy because the rule set is very
large. Hence on updating of rules there generated another set of rules which are unable to perform their
intended job. The fault in the rule sets are called anomalies that have to detect and removed from the rule set
for well-organized working of the firewall. In this introduced various methods for analyzing packets from the
filtering rule list by using different concepts. A new information of dynamic routing information is discussed..
The policy rules defined has very simple attributes like fields but in rare cases firewall define rules with time
parameters defined within the particular rules.

In this paper security policy is implemented support on the regulations defined by the network administrator
that decides which packet to pass be allowed to pass through organizations network. Anomalies are being
generated as rules defined may result in conflicts. For that reason an effective anomaly detection and resolution
approach is needed and after resolving conflicts, the rules can be reordered dynamically that improve the
efficiency of anomaly management framework. Firewall log analysis has been done and then from that
analysis primitive rules are defined. It planned the security policy based on the specific regulations
described by the network administrator that decided which packet can be permitted and deprived off to an
organizations system or network .[2]

3. System Architecture and design

In the purposed system a framework is designed for detecting the irrelevant anomalies or behaviour, so as to
enhance security to the system. For defining rules, the administrator first would authenticate. After
authentication, the administrator defines the rules which has some condition and action. This is followed up be
the next step i.e. anomaly resolution, dynamic re-ordering. At the user end it will select the user and the
destination IP port to which the file has to be transferred. And then firewall log analysis has been done. From
that analyze the data and detect log with irrelevant behaviour. The IP which is found to be irrelevant or showing
different behaviour are blocked with the access.
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3.1 Conflict management framework

The task is divided into either detecting or resolving the difference in firewall policy into framework
component, those are explained as the following:

Rule generation: The supervisor defines a rule by giving rule with specific name and a range of fields like s_
address, des_ address, s_ port, des_ port. One can analyze the entry value depending upon the entry value
calculated, certain act can be allowed or denied the numbers of rules that the administrators have entered as a
policy in the firewallConflicted rule updating: There are a range of types of firewall policy anomalies which
can be exist in the firewall and obstruct the security policy. Any type of inconsistency found in the rule occurs
in policy, if so | will be updated.

File transformation: The file is chosen which we want to be transferred and then the file is initially process
through encryption and later on forwarded to the regulation engine.

Rule Engine: Conflict resolution approach obtains mainly the best solution when the entire particular action
constraint for each disagreeing segments that is pleased by rearranging the anomaly deviation regulations [3].

3.2 Policy anomaly resolving and rule-ordering

The administrator may face difficult problems in solving conflicts which presently occur in the firewall policy
anomaly. The configuration process in firewall is important and failure prone. For the firewall policy
management a very effective tool is needed so as to manage the conflicts. An efficient approach has been
developed on the risk value for conflict detection and resolution strategy [8]. The proposed techniques are
adopted to identify the various anomalies occurring in the system. By adopting segmentation technique based
on the rules we are able to identify the deviations. We obtained the respective benefits with related to our
proposed work:

Conflict Resolution: — The packets which are showing conflicts are discovered at an earlier stage intended for
conflict recognition and refinement. These packets are showing conflicts either they are associated with some
identified conflicting segments or there may be set of rules and policies that are showing conflict. Since the
identified contradictory subdivision, shows associated connection are detected to derive the connected groups
for finding the conflict. Then, the problems of conflicts are resolved in which they are found Throughout this
correlation process, successively we have to decrease the space which is occupied for searching and either
taken for resolving the conflicts exist in the policy.

Action Constraint Generation: — An action constraint defines for each conflicting segments. There are
two potential actions that are assigned for a contradictory segment that are either allow or deny and if there
exits rules that are showing conflicts. Any packet which goes through the firewall has the specific action that
should be taken which describes the contradictory segment by exploit this action constraint. The conflicts are
identified that are occurring in the policy, for conflicts the risk assessment is performed on firewall policy. The
security level is determined based on the vulnerability level within the specified protected network. The risk
assessment value is highest, and then the action should be taken either to block or deny the data packets so that
data cannot be hampered. Moreover when the risk assessment value is least, then the packet is allowed to pass
through the firewall. As this particular constraint method is not affecting in providing the services as given by the
network. In addition, the source availability and network services consumption is increased.

Rule Reordering: — The policy rules in the firewall are to pass through a filter. In this proposed technique it
deploy the skew-ness that are identical of firewall rules in order to get better the efficiency of filtering.

Algorithm: Dynamic rule-ordering
1. Input: Set of Rule Ri, Set of Packet Pi

. Start

. Initialize n: =X

. For every i=0 to R do

. Pi cross- examine with RC ri;

. If pi is equivalent ri >=x then

. ri can be logged

. Else If pi is equivalent ri <x then

. ri can not be logged.

10. End if

11. End for

12. End[6].
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3.3. Firewall log analysis

It would generate a logged data with rare outcomes and repeated rules, which can be used further so as to secure
or add more security to the network. Firewall system will generate a large amount of log data and would need
policy management framework for dealing with large amount of data [3] [4].
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Fig.2. Firewall log analysis

3.4. Detect log with different irrelevant behavior

Firewall log analysis has been performed which helps us in detecting some irrelevant log data from the gathered
data. In this purposed technique, from the log data we can detect the IP which is deviating from its path and
showing some irrelevant behavior [2]. For detecting or analyzing the behavior, various types of statistical
techniques are used [10].

3.5 Detected logs are blocked with the access

To secure the network, the IP which are detected irrelevant are blocked with the access. The data which is
captured as unsecure are added in the blocked IP list, as this will enhance more security to the network [10].

4. Research Method
These are the following tentative results which we will be going to implement in the work:

» The administrator defines the rules and theses are defined manually. Whenever the packet is passed it has
to satisfy all the rules, on the criteria defined it is decided whether to accept that packet or deny that
packet.

» Basically it must satisfy the condition and then specific action is performed i.e. <condition,
action>.As the rule set is large so there may exists anomaly.

» Anomalies like shadowing, redundancy, correlation and generalization are detected and removed.
Anomalies are detected comparing each rule and then we have to check whether there is matching field
values for more than one rule. If the matching rules have different action i.e. for one it is to allow and for
other it is deny then there is conflicting rules. Conflicting rules have to be detected and removed based on
the risk value.

» Firewall log analysis has been performed. We record the log data that is entering or leaving the system
and analyze all the data which is accessed by the system. In this proposed technique from the log data we
can detect the different or irrelevant behaviour of the anomalies and then we can find the IP which are
depicting the different behaviour. The various types of statistical techniques are used for detecting
the different anomalies behaviour.

»  The next step is dynamic re-ordering. The dynamic rule re-ordering algorithm is followed there i.e. if
packet pi matches ri rule set ( ri >=x) then reorder ri else ri is not reordered. Firewall log analysis has been
performed. The data is logged so that one can detect the behaviour from this data.
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5. Conclusion

Computer technology has been changing or advancing day by day at a rapid rate and has compromised security
in the process. These proper precautions can help protect the pc or systems from the attacks by the intruders.
So as to enhance more security to the system we purposed techniques which help us in improving the system
security by detecting the IP addresses which are showing the abnormal behavior. The main focus is on finding
the anomalies depicting irrelevant or different behavior and removing them by using various preventing
methods i.e. using statistical techniques or either blocking them so that they can’t access the system
provided services.
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