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Abstract — Cryptographic cipher strength, highly depends on the statistical performance of its generated 
key stream. The generated key stream is constructed stochastically for the statistical behavior of secure 
key. This enormous behavior proves that the level of security proffered by the cipher. When the key 
behaves as a random nature, it increases the encryption performance of high-quality key stream. Many 
key generation techniques use a pseudorandom binary sequence as a key due to its randomness in nature. 
Keeping with this view, in this paper pseudorandom binary sequence generated key is applied in 
encryption & decryption of text & images, which is tested by frequency (monobit) test.  
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I. INTRODUCTION 

Modern communication technology mostly uses wireless networks. To avoid illegal usage & unauthorized 
access of information and data must be transferred over secure communication channels [14]. The security 
strength can be increased by a cryptosystem which will be developed & established. The maximal security system 
depends on the cryptographic methods which provide the necessary security to the user’s sensitive data to prevent 
illicit usage. The key challenge in the cryptographic standard is to create sequences with steep randomness and 
statistical properties. The Pseudorandom binary sequence is used in encryption technique to strength the security. 
The good quality key ensures that the better security offered by block cipher [11]. Apart from the cryptography, 
pseudorandom binary sequence (PRBS) is applied in the areas of digital communication system [13] such as a 
direct sequence spread spectrum (DSSS), CDMA technique, sampling [1] [3] [5] [6] [8] [15] etc. The 
Pseudorandom binary sequence is equally relevant & most significant in many fields for better security [10] [18]. 

II. DESCRIPTION OF AES 

The need for coming up with a new cryptographic algorithm due to weakness in DES. The 56-bit keys of DES are 
no longer considered safe against massive cyber-attacks in the areas of email password, online payment 
transaction, E-commerce password, net banking etc. [20]. AES is to be hinged on 128-bit blocks, with 128-bit 
keys. AES is to consider more protected than others, encryption algorithm mainly due to its variable key length 
(likes 128-bit, 192 bit, 256 bit key [7, 17]). The variable key length changes the security level low-high without 
any confusion [19]. It is very much hard to the hackers to make the possibility of encryption strength by applying 
a key which randomly generates bit sequences. A randomly generated variable key increases the performance 
level of cryptographic methods [12]. Now a day’s cryptographic standard is very much important. 
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Figure 1.  The architecture of AES [1] 

III. PSEUDORANDOM BINARY SEQUENCE 

A pseudo random binary sequence generated number is widely used in many areas such as 
telecommunication, computer simulation, encryption, statistical sampling, gaming, gambling, correlation 
technique and cryptography [13]. In cryptographic technique, a pseudo random binary sequence must be 
cryptographically consistent to any type of attacks. A string of unpredictable random numbers is required for 
some cryptographic components like PRBS key generation, authentication, etc. A fault in the randomly generated 
bit stream or numbers may bring about a complete failure of the whole process. So, the security of randomly 
generated bits for cryptographic application needs to be checked using NIST standard statistical test suite. 

The circuit for generating pseudo random binary sequence consisting of a shift register with the output taps 
feeding a or gate. A pseudo random binary sequence generator circuit is shown in Figure 2. 
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Figure 2.  Pseudorandom binary sequence generator circuit 

IV. PROPOSED WORK 

A. AES algorithm with PR-sequence as a key 

The following architecture depicts the complete operation of AES in the blocks and it is also shown the 
pseudorandom binary sequence applied as a secure key. 

 

Figure 3.  Architecture of AES with PR-sequence as a key 
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Advanced Encryption Standard (AES) implement is done by using a key encryption & decryption for image & 
text by existing key & output sequence which is a pseudorandom binary sequence (PRBS) generated. 
Comparison is made by the following parameters: Time Complexity, Security, etc. In this paper, by using the 
existing key & Pseudo random binary sequence generated key, which is more time consuming & have better 
security. 

B. Block diagram of implemented PR-sequence as a key 

       The main implementation is described in following block   diagram. The key is random. The encryption & 
decryption of text & images are performed by randomly generated key. During each simulation, different cipher 
texts have been formed. The strength of security increases at every simulation for randomly generated bit stream 
[9]. 

 
Figure 4.  Proposed block diagram of implementation 

V. SIMULATION RESULTS USING MATLAB 

A. Pseudorandom binary sequence (PRBS) generation 

In the pictorial view of pseudorandom binary sequence is briefly elaborates that the generated sequence has 
been applied on AES 128-bit encryption & decryption for text & images. In this paper, the PR sequence generator 
is simulated in MATLAB & the simulated output represent as 128-bit secure key. 

 

Figure 5.  Pseudorandom binary sequence generation 

B. Pseudorandom sequence applied to AES architecture as a key 

The application of a pseudorandom sequence as a key is implemented in MATLAB. In the following picture 
analyses that, the input texts are 16-bit hex number and plain message. The key is pseudo random & acts as a 
secure key. During simulation, the encrypted data is in the following & the decrypted data is getting back to 
plain text. Hence, encryption & decryption are successfully performed by randomly generated bit stream. 
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Figure 6.  Simulation of 16 bit hex as text 

 
Figure 7.  Simulation of plain message as text 

The Figure [Figure 8.] Depicts the image encryption [4] & decryption using randomly generated key. The key is 
random and operated in backbend position at each & every simulation. The encryption & decryption are 
performed in a short interval of time. As a result, due to the performance of encryption & decryption using 
pseudo random binary sequence generated key, the cipher also changes periodically. 

 
Figure 8.  Simulation of an image  

PSNR is important to analyze the quality of an image being formed. The peak signal to noise ratio (PSNR) 
during the encryption & decryption performance of an image is given by the following [Table I.]. 

TABLE I.  PEAK SIGNAL TO NOISE RATIO(PSNR) OF AN IMAGE 

Image Original image (PSNR) Encrypted image (PSNR) 

forest.jpg 7.1411 7.1608 
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C. Randomness testing of pseudorandom binary sequence (frequency monobit test) 

To substantiate the randomness in performance of pseudo random sequence, the test for randomness of the 
statistical test suite (STS) by the National institute of standards and technology (NIST) [2] are produced. The 
generated pseudorandom sequences undergo the random property tests like Frequency, Block frequency, serial, 
Cu sum, runs, FFT, etc. The key sequence which is generated by the pseudo random sequence generator behaves 
randomly in nature for 200 observations. 

    Here the NIST standard test used is frequency (monobit) test. The above test follows the decision rule (at the 
1% level); it said that, if p value ≥ 0.01 the sequence is purely random otherwise the sequence is not random [2]. 
The average p value at the end of 200 observations is 0.534181074 and it can be told that the P-value came is 
better than any other experimental work related to pseudorandom binary sequence-based cryptography. 
Therefore, the pseudorandom binary sequence based key sequence is more random in nature. 

TABLE II.  RESULT OF NIST STS RANDOMNESS ANALYSIS 

Randomness test P-value 

Frequency Test In [16] This paper 

0.382778 0.534181074 

In this paper all the observed p-value found by NIST frequency mono bit test plots in a graph using MATLAB 
tool. The change of the random bit generation is observed, and it is achieved from the graph that most of the p-
values comes lie above on the existing p-value though few are under the existing p-values. It is shown that the 
probability value after 200th observation comes to reaching at 0.534181074, which is above the existing value 
0.382778 [16] in Figure 9. 

 
Figure 9.  No. Of observation Vs. P-value graph  

The graph represents the brown line which follows the average p-values (0.534181074) and the below the blue 
line denotes a P-value (0.382778) [16] for NIST STS randomness analysis. 

1) Comparative analysis of time complexity: It is noticed from a MATLAB simulation that the execution 
time during encryption & decryption using stochastic (randomly) generated key sequence is less than an existing 
one. Hence, it can be inferred that, the time complexity of AES (proposed key generation by pseudo random 
binary sequence) is less than AES (existing). 
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TABLE III.  COMPARISON TABLE FOR TIME COMPLEXITY ANALYSIS 

Algorithms Time complexity Remarks 

AES (Existing) 0.104 Less 

AES (PRB Sequence) 0.065 Better 

2) Comparative analysis of randomness & security: In case of security for AES encryption & decryption by 
PR-sequence (having a NIST randomness test p-value of 0.534181074) is better protected than existing (having 
a NIST randomness test p-value of 0.382778) encryption & decryption technique. In every instance of the 
simulation and with a short interval of time, different bit sequence gets generated randomly, therefore 
continuous change in the key with high randomness at each time and also the cipher changes repeatedly (which 
is shown in Fig. 4. & Fig. 5.). Thus, true randomness is maintained, which can influence the security level of the 
cryptosystem to a large extent producing a better random cryptography. 

TABLE IV.  COMPARISON TABLE FOR RANDOMNESS AND SECURITY 

Parameters Existing Work Proposed work 

Key size 128 bits 128 bits 

Frequency monobit test for randomness 0.382778 [16] 0.534181074 

Possible combination to crack 2^128 2^128 (Random) 

Remarks Average Better 

VI. CONCLUSION 

A pseudorandom binary sequence is utilized as an encryption & the decryption key with high randomness and 
ergodicity. The overall circumstances describe that PR sequence is well protected than any other implementation 
in cryptography. The nature of high randomness indicates that the better security offered by the cipher, which 
enhances most of the cases like cyber security, vulnerability etc. To be better protected & well suited. The 
algorithm is programmed in MATLAB language on a 64-bit computer. Hence outstanding performance is 
achieved. From proposed work, the time complexity (0.065) is faster than existing (0.104) one and in case of 
security analysis, i.e. pseudorandom binary sequence based key generation is more secure than existing 
encryption and decryption technique. 
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